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1. Introduction

As software becomes increasingly integral to every aspect of modern life, the cost and frequency of
software errors have escalated, making efficient bug localization an essential process in software develop-
ment. The advent of complex, multi-platform environments has compounded developers' challenges in
identifying and resolving bugs efficiently. Traditional debugging methods often struggle to keep pace with
the scale and diversity of modern software systems [1]. The objective of this research is to address these
challenges by leveraging advancements in machine learning (ML) and explainable artificial intelligence

(XAl) to propose a novel, hybrid model that utilizes Long Short-Term Memory (LSTM) networks and
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SHapley Additive exPlanations (SHAP) for effective and interpretable bug localization across various soft-
ware platforms.

The intersection of LSTM and XA, particularly SHAP, offers a promising synergy for enhancing the
bug localization process. While LSTM networks excel in identifying patterns in sequential data, such as
bug reports, SHAP values provide much-needed transparency by explaining the predictions made by ML
models [2, 3]. This dual approach caters to the urgent need for efficient localization tools and transparent
rationale, especially in critical software applications.

In contemporary security and surveillance landscapes, real-time object detection plays a pivotal role
in ensuring the safety and security of various environments. Particularly in urban settings characterized by
dynamic and complex scenarios, the ability to promptly and accurately identify objects of interest holds
significant importance. Traditionally, surveillance systems have relied on manual monitoring or basic de-
tection algorithms, which often lack the efficiency and accuracy required to address modern security chal-
lenges effectively. Consequently, there has been a growing demand for advanced detection models capable
of delivering efficient and accurate performance in real-time surveillance operations.

Despite advancements in object detection technology, traditional detection models often face signif-
icant limitations when deployed in urban environments. These limitations stem from the complexity and
variability of urban landscapes, characterized by crowded streets, changing lighting conditions, occlusions,
and diverse object appearances. As a result, conventional detection models struggle to maintain consistent
performance levels in such dynamic scenarios, leading to reduced reliability and effectiveness in real-time
surveillance applications.

The limitations of traditional detection models in urban environments prompt the need for scalable
and efficient solutions tailored to the demands of advanced surveillance. These solutions should prioritize
scalability, efficiency, and adaptability to diverse surveillance scenarios and object types, enabling robust
performance across a wide range of urban environments and applications.

The primary motivation behind this research is to address the existing gaps and challenges in real-
time object detection for urban surveillance. By leveraging state-of-the-art techniques in machine learning,
computer vision, and deep learning, this study aims to develop and deploy advanced detection models ca-
pable of delivering superior performance in urban surveillance settings. The ultimate goal is to enhance
situational awareness, facilitate proactive security measures, and optimize resource utilization in urban se-
curity operations. The development of efficient and accurate object detection models for urban surveillance
presents several challenges. These include coping with the diverse and evolving nature of urban environ-
ments, minimizing false positives and negatives, optimizing computational resources for real-time pro-
cessing, and ensuring robust performance across varying environmental conditions and operational require-

ments.
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This research makes several key contributions to the field of real-time object detection in urban sur-
veillance:
¢ Investigating the applicability and efficacy of advanced detection models, such as EfficientDet, in di-
verse urban environments.

e Assessing the scalability and efficiency of these models in processing real-time video streams under
varying conditions.

e Comparing the performance of advanced detection models with traditional methods to discern their ad-
vantages and limitations.

e Exploring the potential applications of advanced detection models in enhancing security operations and
surveillance infrastructures in urban environments.

By addressing these contributions, this research aims to advance the state-of-the-art in real-time ob-
ject detection for urban surveillance, ultimately contributing to the development of more effective and re-
liable security solutions in urban settings. The conclusion of the introduction leads to the subsequent sec-
tions of the paper, which will detail the methodology employed, including data collection, preprocessing,
and the architecture of the proposed model. It will also discuss the model's implementation, testing, and
evaluation against a simulated dataset designed to mirror the intricacies of cross-platform software envi-
ronments. The results and discussion will analyze the model's performance and interpretability, offering
insights into the applicability and impact of the proposed approach. Finally, the paper will conclude with a
discussion on the implications of these findings for the field of software engineering and propose directions
for future research to further refine and expand upon the work presented here [4, 5].

2. Literature

The quest for efficient bug localization techniques has been a long-standing challenge in software
engineering. The early stages of this pursuit were marked by manual inspections and pattern recognition
within source code—methods that are not only time-consuming but also prone to human error and incon-
sistency. With the rapid expansion of software complexity and the proliferation of multi-platform environ-
ments, the necessity for automated, intelligent systems to take on this task has become apparent. The advent
of machine learning (ML) has introduced a paradigm shift in bug localization strategies. Leveraging his-
torical data, ML algorithms have been trained to predict potential bug locations with increasing accuracy.
Among these, supervised learning techniques have shown particular promise. For instance, using Naive
Bayes, Decision Trees, and Support Vector Machines in automated bug prediction models has been docu-
mented, demonstrating significant improvements over traditional methods [6, 7].

However, the advent of deep learning has further revolutionized this landscape. Statusmodels, espe-

cially Recurrent Neural Networks (RNNSs) and their variant Long Short-Term Memory (LSTM) networks
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have been particularly effective in handling the sequential nature of code and have been applied success-
fully to various software engineering tasks, including bug localization [8, 9]. The LSTM models stand out
for their ability to remember long-range dependencies in sequential data, making them adept at learning
from complex bug report histories [10].

Parallel to the development of more accurate models, the issue of model interpretability has emerged
as a significant concern. The 'black-box’ nature of many ML models has prompted research into Explainable
Al (XAI). Techniques such as Shapley additive explanations (SHAP) and Local Interpretable Model-ag-
nostic Explanations (LIME) have been developed to provide insights into the decision-making processes
of ML models, ensuring that users can trust and understand the predictions made by these models [11-13].

Another critical area of research has been the application of Natural Language Processing (NLP) to
analyze the textual data in bug reports. Advanced NLP techniques have been utilized to extract semantic
and syntactic features from bug descriptions, significantly improving bug localization models [14, 15].

The challenge of cross-platform bug localization has also been a focal point in recent literature. The
diversity in platforms leads to variations in bug characteristics and manifestation, which necessitates the
development of models that are robust and adaptable to different environments [16]. This has led to explor-
ing transfer learning and domain adaptation techniques within ML models to handle the variability of bugs
across platforms [17].

Furthermore, integrating domain knowledge into ML models has been identified as a key factor in
enhancing their performance. Studies have shown that incorporating expert insights into feature engineering
and model design can significantly improve the accuracy of bug localization [18].

In recent years, there has been a surge in research focusing on the efficiency and usability of bug
localization tools. There is an increasing demand for tools seamlessly integrated into developers' work-
flows, aiding them in bug localization without causing disruptions [19, 20]. The current literature indicates
a move toward creating machine learning-based tools for bug localization that are precise but also user-
friendly and interpretable. This body of work sets the stage for the current research, which seeks to contrib-
ute to this ongoing dialogue by proposing a novel approach that merges the strengths of LSTM networks
with the clarity of SHAP values, aiming to tackle the nuanced demands of bug localization in a multi-

platform software development context [21].

3. Methodology

3.1 Data Collection and Preprocessing
The research begins with collecting simulated bug reports across various platforms: Windows, Linux,

and macOS. Each report includes Bug ID, Description, Platform, Severity, Category, and Status. For pre-
processing, NLP techniques are employed. This involves transforming the textual descriptions into a ma-
chine-readable format through tokenization and lemmatization. Mathematically, this can be represented as:
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Dprocessed = fNLP (Draw )

where Dprocessed 18 the processed dataset, and fy,p is the function representing the NLP preprocessing

applied to the raw data D, .

3.1.1. Feature Engineering with Explainability

After preprocessing, we employ word embeddings for feature extraction. Each textual description is
transformed into a dense vector representation. These vectors serve as input to our machine-learning model.
Additionally, we incorporate SHAP for the explainability of our model, which provides insights into the
contribution of each feature to the model's prediction.

3.1.1.2. LSTM-Based Machine Learning Model Integrated with SHAP
The architecture of our model is centered around LSTM networks, renowned for their effectiveness

in handling sequential data, like text. The LSTM is designed to remember long-term dependencies, making
it ideal for analyzing complex bug reports. The model's output layer is tailored for classification, and SHAP
values are computed to explain the predictions. The LSTM network's functionality can be represented with
the following equations:

fe = U(Wf [he—q, xe] + bf)

if =o(W; - [he—1, x¢] + by)

Ct = tanh (W¢ - [he—q, x¢] + bc)

Co=fe*Cqg +ig*xCy

0 = (W, + [he—1, x¢] + by)

h; = o, * tanh (C,)

Where o is the sigmoid function, W and b are weights and biases, f;,i;, o, Are the forget, input,

and output gates, C; is the cell state and h; Is the hidden state at time t.

3.1.3. Model Training and Evaluation
The training process involves optimizing a loss function, such as categorical cross-entropy, defined
as:

L) == yidog B

Where y is the true label and y is the predicted label by the model.

Standard metrics like Accuracy, Precision, Recall, and F1-score are employed for evaluation. These
are complemented by SHAP values to ensure the model's decisions are interpretable.

By integrating LSTM for deep learning and SHAP for explainability, this methodology aims at high
accuracy in cross-platform bug localization and ensures the model's decisions are transparent and under-
standable. This approach addresses both the technical and ethical aspects of applying Al in software engi-

neering.
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3.1.4. Algorithm for Cross-Platform Bug Localization

1 Data Preprocessing
Given a set of bug reports {B;, B,, ..., B}, each bug report B; Itis preprocessed to convert textual data into a structured format.
Dprocessed = {dli d2: ey dn}

where d; = fy.p(B;) and fy;p Represents NLP preprocessing functions (tokenization, lemmatization, etc.).

2. Feature Engineering
Each preprocessed bug report d; is transformed into a vector representation ¥; Using word embeddings.
¥; = Embedding (d;)

3 LSTM Network for Sequential Data Processing
For each vector ¥;, the LSTM processes the sequence of words. The following equations govern the LSTM updates:
Forget gate:f, = o(W; - [h,_1, Vyt] + by)
Input gate:i, = o(W; - [he_q, V(] + b;y)
Cell candidate:C, = tanh (W - [h_y, V7] + be)
New cell state:C, = f;, * Co_q + iy * C;
Output gate:o, = a(W, - [he_1, Uzl + by)
New hidden state:h, = o, * tanh (C;)
where ¢ is the sigmoid function, W and b are weights and biases of the LSTM, and h; and C; Are the hidden state and

cell state at time ¢, respectively.

4  Model Training

The LSTM model is trained to minimize a loss function, typically categorical cross-entropy, for classification:
L) == ) yilog ()
i

5  Prediction and Explainability
For a new bug report B, , the model predicts the bug category or severity V., using the trained LSTM model. The SHAP
values S are computed to explain this prediction:

Prew = LSTM (Embedding (fuzr (Buew )

S = SHAP (LSTM, B,,, )
Where SHAP values S provide insight into the contribution of each feature in B,.,, to the prediction V., .

This algorithm presents a structured approach to implementing a machine learning model for bug
localization, emphasizing LSTM for sequential data processing and SHAP for explainability. It ensures not

only effective prediction but also transparency in the decision-making process.

4. Results and Discussion

In the results and discussion section, we present a comprehensive analysis of the data collected and
the performance of our cross-platform bug localization model. We dissect the distribution of bug categories,
statuses, and severities through a series of visual representations and critically evaluate the model's accuracy

and reliability across different operating systems.
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4.1 Summary of Bug Report Data

Table 1 provides an overview of the bug report dataset. It consists of 100 unique bug reports. Each
report includes a description, the platform it pertains to, its severity, category, and current status. The reports
are distributed across three platforms, with the majority (39 reports) on Windows. The bugs are categorized
into three types, with 'Backend' being the most frequent category, represented by 43 reports. The most
common status of these bugs is 'Open,' accounting for 41 reports. This table is crucial for understanding the

diversity and distribution of bug reports across different platforms and categories.

Table 1. Summary of bug report data

Attribute Description Count Unique Top Frequency
Bug ID Unique identifier for each bug 100 - - -
Description  Textual description of the bug 100 100 - -

Platform Software platform of the bug report 100 3 Windows 39
Severity Severity level of the bug (1 to 5) 100 - - -

Category Category of the bug 100 3 Backend 43

Status Current status of the bug 100 3 Open 41

4.2 Summary of Model Parameters

Four key parameters are Learning Rate, Number of Layers, Batch Size, and Epochs. The learning rate
is set at 0.001, indicating a slow and stable learning approach, which is shown in Table 2, which outlines
the parameters used in the machine learning model. The model is designed with 3 layers, suggesting a
moderately complex architecture. The Batch Size is 32, balancing computational efficiency with the mod-
el's learning capability. The model is trained over 100 Epochs, ensuring ample opportunity for learning
from the data. These parameters are essential for understanding the configuration and complexity of the

model.

Table 2. Summary of model parameters

Parameter Name Description Count  Unique Top Frequency
Learning Rate Rate of learning for the model 4 - - -
Number of Layers Number of layers in the neural network 4 - - -
Batch Size Number of samples per gradient update 4 - - -
Epochs Number of epochs to train the model 4 - - -

4.3 Summary of Results Data

Table 3 summarizes the model's performance across different metrics. The model's accuracy ranges

from 0.703 to 0.854, with an average of 0.782, indicating good overall performance in bug localization.
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The precision of the model, which measures the proportion of true positives over total positive predictions,
varies from 0.644 to 0.895 with an average of 0.761. This suggests that the model is effective in correctly
identifying bugs. The recall, indicating the model's ability to identify actual bugs, ranges from 0.742 to
0.810, with an average of 0.775. The F1-Score, a balance between Precision and Recall, varies from 0.727
to 0.864, averaging at 0.777. These metrics demonstrate the model's balanced performance in accurately

localizing bugs across different platforms.

Table 3. Summary of results data

Metric Description Min Max Mean Standard Deviation
Accuracy Proportion of correctly identified bugs 0.703 0.854 0.782 0.076
Precision Proportion of true positives over total positives  0.644 0.895 0.761 0.126
Recall Proportion of true positives over actual bugs 0.742 0.810 0.775 0.034
F1-Score Harmonic Mean of Precision and Recall 0.727 0.864 0.777 0.076

4.4 Frequency Distribution of Bug Categories

Figure 1 visualizes the distribution of bug categories within the dataset. It shows that '‘Backend' issues
are the most prevalent, followed by 'UI' and 'Database’ issues, indicating that most bugs are related to
backend development. The exact frequencies are not visible in the image, but the chart suggests that the
backend category has approximately 40 occurrences, the database category around 30, and the Ul around
30. This information is crucial for understanding where most bugs occur, which can inform resource allo-

cation in software testing and maintenance.

Bug Category Distribution
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Figure 1. Frequency distribution of bug categories

4.5 Proportional Distribution of Bug Report Statuses

The 'Open’ status is the most common, representing 41% of the total, which indicates a significant
number of bugs are still pending resolution. The 'Closed' status constitutes 29%, and 'In Progress' accounts
for 30%. These percentages highlight the workflow efficiency and bug resolution progress within the soft-

ware development lifecycle. As shown in Figure 2 provides a breakdown of the status of bug reports.
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Bug Status Distribution
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Figure 2. Distribution of bug report statuses

4.6 Comparative Analysis of Model Performance Metrics Across Platforms

Figure 3 compares the performance of the bug localization model across three platforms: Windows,
Linux, and macQOS. The bars represent the metrics—Accuracy, Precision, Recall, and F1-Score. While the
exact values are not visible in the image, the chart implies that the model's performance is relatively con-
sistent across platforms, with slight variations. This suggests that the model is robust and adapts well to

different operating environments, which is essential for cross-platform software development.

Model Performance Metrics by Platform

Em Accuracy
I Precision
EEm Recall

W Fl-Score

Scores

+
o
Y \'>(‘

Platform

Figure 3. Model Performance Metrics Across Platforms
4.7 Kernel Density Estimation of Bug Severity Levels Across Platforms
The density plot illustrates the distribution of bug severity levels for Windows, Linux, and macOS

platforms. The distributions appear to be fairly similar for each platform, with a slight variation in severity

levels, suggesting that the severity of bugs does not significantly differ across platforms. The peaks of the
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curves indicate the most common severity levels, which seem to center around level 3. This similarity in
severity distribution may imply that platform-specific factors do not heavily influence the severity of bugs,

a valuable insight for developers prioritizing bug fixes across platforms.

Severity Distribution Across Platforms
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—— Linux
0.25¢ — mac0S

0.20F

-1 0 1 2 3 4 5 6 7
Severity Level

Figure 4. Bug severity levels across platforms

The analyses indicate that our model performs consistently across various platforms, balancing Pre-
cision and Recall as evidenced by the F1-Score. The distributions of bug categories and severities provide
insights into prevalent software issues, guiding future developments in bug localization strategies. The
findings underscore the effectiveness of our approach in addressing the complexities of cross-platform soft-

ware environments.

5. Conclusion

The research successfully demonstrates the potential of an LSTM-based model complemented by
SHAP for cross-platform bug localization. The model achieved high accuracy and provided insights into
its predictive decisions, aligning with the principles of Explainable Al. The evaluation across different
software platforms confirmed the model's adaptability and reliability, with no significant variance in per-
formance metrics. The bug categories and status distribution reflected realistic software development sce-
narios, validating the model's practical applicability. This research paves the way for future advancements
in automated bug localization, emphasizing transparency and adaptability in diverse software environ-

ments.

Declaration of Competing Interest: The authors declare that they have no known competing interests.

Emerging Technologies and Engineering Journal. 2024, 1(1), 15-25. https://doi.org/10.53898/etej2024112 https://engiscience.com/index.php/etej


https://doi.org/10.53898/etej2024112
https://engiscience.com/index.php/etej

Cross-Platform Bug Localization Strategies: Utilizing Machine Learning for Diverse Software Environment Adaptability 25

References

[1] M. Pavana, M. Pushpalatha, and A. Parkavi, "Software fault prediction using machine learning algorithms," in International
Conference on Advances in Electrical and Computer Technologies, 2021: Springer, pp. 185-197.

[2] J. Howard and S. Gugger, Deep Learning for Coders with fastai and PyTorch. O'Reilly Media, 2020.

[3] M. Monperrus, "Explainable software bot contributions: Case study of automated bug fixes," in 2019 IEEE/ACM 1st
international workshop on bots in software engineering (BotSE), 2019: IEEE, pp. 12-15.

[4] G. Santos, E. Figueiredo, A. Veloso, M. Viggiato, and N. Ziviani, "Predicting software defects with explainable machine
learning," in Proceedings of the XIX Brazilian Symposium on Software Quality, 2020, pp. 1-10.

[5] Y. Sun, H. Chockler, X. Huang, and D. Kroening, "Explaining image classifiers using statistical fault localization," in
European conference on computer vision, 2020: Springer, pp. 391-406.

[6] M. Shetty et al., "DeepAnalyze: learning to localize crashes at scale," in Proceedings of the 44th International Conference
on Software Engineering, 2022, pp. 549-560.

[7]1 P. Chakraborty, M. Alfadel, and M. Nagappan, "RLocator: Reinforcement Learning for Bug Localization," arXiv preprint
arXiv:2305.05586, 2023.

[8] M. G. Abdolrasol et al., "Artificial neural networks based optimization techniques: A review," Electronics, vol. 10, no. 21,
p. 2689, 2021.

[9] K. Huang, Data Mining For Residential Buildings Using Smart WiFi Thermostats. University of Dayton, 2021.

[10] Z. C. Lipton, J. Berkowitz, and C. Elkan, "A critical review of recurrent neural networks for sequence learning,” arXiv
preprint arXiv:1506.00019, 2015.

[11] G. Lopardo, "Explainable Al for business decision-making," Politecnico di Torino, 2021.

[12] D. Diepgrond, "Can prediction explanations be trusted? On the evaluation of interpretable machine learning methods,"
2020.

[13] S. Das, N. Agarwal, D. Venugopal, F. T. Sheldon, and S. Shiva, "Taxonomy and survey of interpretable machine learning
method," in 2020 IEEE Symposium Series on Computational Intelligence (SSCI), 2020: IEEE, pp. 670-677.

[14] S. F. A. Zaidi, H. Woo, and C.-G. Lee, "A graph convolution network-based bug triage system to learn heterogeneous graph
representation of bug reports," IEEE access, vol. 10, pp. 20677-20689, 2022.

[15] O. J. Chaparro Arenas, "Automated Analysis of Bug Descriptions to Support Bug Reporting and Resolution," 2019.

[16] C. S. Timperley, G. van der Hoorn, A. Santos, H. Deshpande, and A. Wasowski, "ROBUST: 221 bugs in the Robot
Operating System," Empirical Software Engineering, vol. 29, no. 3, p. 57, 2024.

[17] Q. Shen, S. Teso, F. Giunchiglia, and H. Xu, "To Transfer or Not to Transfer and Why? Meta-Transfer Learning for
Explainable and Controllable Cross-Individual Activity Recognition,” Electronics, vol. 12, no. 10, p. 2275, 2023.

[18] Q. Xu, S. Lu, W. Jia, and C. Jiang, "Imbalanced fault diagnosis of rotating machinery via multi-domain feature extraction
and cost-sensitive learning," Journal of Intelligent Manufacturing, vol. 31, no. 6, pp. 1467-1481, 2020.

[19] A. Alaboudi and T. D. LaToza, "Edit-run behavior in programming and debugging,” in 2021 IEEE Symposium on Visual
Languages and Human-Centric Computing (VL/HCC), 2021: IEEE, pp. 1-10.

[20] W. Lam, P. Godefroid, S. Nath, A. Santhiar, and S. Thummalapenta, "Root causing flaky tests in a large-scale industrial
setting," in Proceedings of the 28th ACM SIGSOFT International Symposium on Software Testing and Analysis, 2019, pp.
101-111.

[21] R. Karri, "LSTM and SHAP for transparent and effective loB systems in loT environments: household power
consumption,” 2023.

Emerging Technologies and Engineering Journal. 2024, 1(1), 15-25. https://doi.org/10.53898/etej2024112 https://engiscience.com/index.php/etej


https://doi.org/10.53898/etej2024112
https://engiscience.com/index.php/etej

