Journal of.
Studies and
in Science fEngineering
L e

EngiScience

Journal of Studies in Science and Engineering m Publisher

Research Article

Enhancing VANET Security using Blockchain and SHA3-256 in Python

Liqaa Saadi Mezher ** "=/ Muna Hadi Saleh !

! Department of Electrical Engineering, College of Engineering, University of Baghdad, Baghdad, 10071, Iraq

2 Department of Computer Engineering, College of Engineering, Mustansiriyah University, Baghdad, 10052, Iraq

*Corresponding Author: Liqaa Saadi Mezher, E-mail: leqaa.saady2302p@coeng.uobaghdad.edu.iq

Article Info

Abstract

Article History
Received Nov 12, 2025
Revised Jan 23, 2025
Accepted Feb 20, 2025

Vehicular Ad Hoc Networks (VANETS) are crucial for modern intelligent transportation systems,
enabling real-time communication between vehicles (V2V) and infrastructure (V2I) for applica-
tions such as traffic management, accident prevention, and autonomous driving. However, the

decentralized and wireless nature of VANETs makes them vulnerable to various cyber threats,

Keywords including data tampering, eavesdropping, and unauthorized access. Robust security is crucial for
VANET protecting sensitive data, maintaining trust, and ensuring the safety of passengers and pedestrians.
SHA3 While existing cryptographic solutions have been proposed, many fail to address the scalability

Blockchain Decentration  and robustness required for dynamic and resource-constrained VANET environments. This re-

Python search introduces a novel security framework integrating blockchain technology with SHA3-256

VANET Security cryptographic hashing. Blockchain provides decentralized trust management, ensuring tamper-

proof and verifiable communication, while SHA3-256 enhances data integrity and protects
against malicious attacks. A Python-based implementation of this framework demonstrates its
scalability and computational efficiency. By securing both V2V and V2I communication, the
framework mitigates vulnerabilities, reduces the risk of system malfunctions, and lowers accident
rates. This approach establishes a secure and reliable foundation for future intelligent transporta-

tion systems, promoting smarter and safer road networks.

Copyright: © 2025 Liqgaa Saadi Mezher, and Muna Hadi Saleh. This article is an open-access article distrib-

1. Introduction

uted under the terms and conditions of the Creative Commons Attribution (CC BY 4.0) license.

VANETS have become an active research area due to the growing importance of intelligent transpor-
tation systems in modern society [1]. These networks enable communication between vehicles and infra-
structure, facilitating traffic management, accident prevention, and autonomous driving, enhancing safety
and efficiency. However, security remains one of the main challenges preventing the widespread deploy-
ment of VANETS. The decentralized nature of VANETs makes them vulnerable to cyber threats; therefore,
ensuring secure communication and data integrity is crucial for their success. Blockchain has shown prom-
ise as a solution for providing secure timestamping and enhancing trust in VANETs [2]. A lightweight

blockchain model combined with SHA3-256 encryption is proposed to address these security concerns.
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Despite the ongoing research in VANET security, existing solutions often fail to address critical is-
sues such as data authenticity, integrity, non-repudiation, and confidentiality [3]. Current security models
struggle with the dynamic and distributed nature of VANETSs, where information is frequently exchanged
among vehicles in an ever-changing topology [4, 5]. Additionally, traditional security architectures for
VANETSs may not be scalable, efficient, or robust enough to handle the demands of real-time communica-
tion in resource-constrained environments. This knowledge gap presents an opportunity to explore alterna-
tive security frameworks that are both scalable and practical for deployment in VANETSs.

The research question is how to design a secure and efficient framework for VANETS that addresses
vulnerabilities such as data tampering, unauthorized access, and a lack of trust management while being
scalable and computationally efficient for real-time applications. This study proposes a blockchain-based
security framework integrated with the SHA3-256 cryptographic hashing algorithm. The goal is to enhance
data integrity, provide decentralized trust management, and improve the overall security of VANET com-
munications.

This study aims to design and implement a security system that leverages blockchain technology
and SHA3-256 hashing to create a secure and scalable VANET framework. This framework aims to miti-
gate the risks associated with malicious attacks, such as spoofing and Sybil attacks, while ensuring data
confidentiality and authenticity. A Python-based implementation demonstrates the practical feasibility of
the proposed solution, showcasing its computational efficiency, scalability, and resilience to real-world
attacks.

This research is significant as it contributes to advancing VANET security by integrating blockchain
and cryptographic techniques to address key gaps in existing literature. The proposed solution offers a
scalable, reliable, and efficient approach to securing VANETS, providing a solid foundation for the future
deployment of intelligent transportation systems. By enhancing the security and trust within these networks,
this research could pave the way for the broader adoption of VANETS and their integration into smart cities,

improving both safety and efficiency on the roads.

2. Literature Review

2.1. Blockchain for VANET Security and Privacy

Ensuring privacy and security in VANET is crucial, as adversaries may exploit vulnerabilities to
launch cyberattacks against the public or turn beneficial VANET applications into disasters. Many security
and privacy schemes have been developed [6, 7]. However, these schemes still borrow flawed security
properties. Commercial deployment of VANET applications remains rare. As a potential solution, block-
chain is a scalable and tamper-evident data structure that prevents double-spending attacks and other secu-

rity and privacy risks associated with fraudulent transactions [8].
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Although blockchain has shown significant promise, it has been utilized to securely and transparently
record transactions, thereby verifying financial incentives. This design prohibits interoperability and limits
the potential exploitations of the technology. Blockchain can be further exploited to enhance VANET se-
curity and privacy in cases where PKI is powerless. A public or private blockchain can provide many flex-
ible and trustworthy security properties [9], as shown in Table 1. We are motivated by the vision of remov-
ing the nodes' reliance on many vulnerable third-party certification centers and the anonymous nature of
Bitcoin. In this paper, we design a security and privacy enhancement system for VANET that is imple-
mented using blockchain technology. Our forward-thinking approach to VANET security and privacy sets

the stage for exploring a myriad of other blockchain applications without limitations and presents signifi-

cant real-world benefits.

Table 1. A summary of previous studies

Researcher
No. Year Key Contribution Methodology Limitations
Name
The research's contributions include a The paper employs a sys- Lack of real-world implementa-
systematic review, identification of tematic approach to re- tions, focus on cryptocurrency
Kotey, etal 2023 open issues, a focus that extends be- viewing the current state of applications, semantic incompati-
[6] yond cryptocurrencies, and insights heterogeneous blockchain bility, complex frameworks, and
from real-world implementation. interoperability. absence of Blockchain standards.
The study's key contributions lie in its Employs a combination of The proposed Blockchain storage
innovative privacy-preserving meth- federated learning tech- method's limitations include chal-
ods, federated learning for block clas- niques, a sharded block- lenges related to query efficiency,
Dayu J., et sification, a robust evaluation frame- chain model, comprehen- data classification accuracy, stor-
al. [7] 2023 work for hot blocks, and thorough ex- sive feature evaluation, age requirements, privacy con-
perimental validation, all of which controlled experimental cerns, experimental validity, and
aim to enhance blockchain storage so- methods, and synthetic scalability.
lutions in IoT environments. data.
Contributions of the research under- This paper discusses vari- It highlights several limitations
standing cloud security challenges, ous methods employed to that warrant further investigation
Abdual- techniques for privacy and data integ- ensure data integrity and and development, particularly in
3 Jabber, et 2023 | . L. . .
rity, comparison of existing methods, privacy in cloud compu- the areas of pre-quantum solu-
al 18] emphasis on cryptographic methods ting environments (Crypto- tions and Vulnerability to man-
and blockchain graphic techniques). in-the-middle attacks.
The research presents several signifi- Employs several innova- The paper has limitations, includ-
cant contributions to the field of elec- tive methods (fingerprint ing scalability issues, dependence
Adeniyi, et tronic voting, including the introduc- scanning, integration with on biometric data, technical com-

al. [9]

2024

tion of Biometric Cryptography in
systems, the Enhancement of Voter
Anonymity, and the Utilization of
Blockchain Technology.

cryptocurrency  wallets,
and DAPP voting interac-

tion).

plexity, and a lack of a verifiable

paper trail.
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2.2. Vehicular Ad-Hoc Networks (VANETS)

VANETSs are a specific adaptation of Mobile Ad-Hoc Networks (MANETSs) where the nodes are
vehicles [10, 11]. These vehicles are mobile, and the interference from buildings and other obstacles is
intense. VANET enables vehicles to establish ad-hoc communication among themselves, sharing safety-
related information, and its environment features sensors that can shape the physical nature of a MANET
[12]. Moreover, VANET transmits traffic information and safety messages concerning vehicles that are
currently within the range of communication, thereby enhancing road safety and traffic efficiency. The
prime concern for the multilevel structure of VANET is security. Data transmission through the network
enhances vehicular safety, checks for traffic violations, and supports the communication network for the
infrastructure of VANET, among other services provided by the network. The quality of service utilized is
a significant and deeply rooted issue [13, 14].

It is essential to observe the cyber world for any form of security-related threats with a keen eye [15].
Security challenges are one of the most significant issues facing the deployment of VANETSs [16]. To in-
crease trust in communicating vehicles, the use of security techniques is essential. These issues can be
addressed using the suggested ideas, and we deem security as a feather that needs to be kept radiant and
bright without sullying in respect, rather than the opposite, with its consequential catastrophe. Security still
raises concerns or becomes even more daunting, requiring a distributed and tamper-proof security method

using blockchain in the VANET network.

2.3. Overview and Architecture

VANET is a type of MANET that facilitates communications between vehicles and roadside appa-
ratus nearby [10]. It enables vehicular communication with a roadside network infrastructure to monitor
traffic conditions and maintain road safety. Security is necessary for VANETS, given their key applications
in traffic safety and management. We propose a blockchain-based security scheme for VANETSs. A cryp-
tographic data structure known as a blockchain is created using hashing and then incorporated into VANET
applications [17]. Roadside infrastructure is responsible for blockchain-related initial setup work and con-
tinuous maintenance. When a new block is formed, fraudulent information can be efficiently detected.
VANETSs are considered heterogeneous wireless ad hoc networks because they involve mainframes, sen-
sors, and the Internet [18]. Recently, the number of vehicular security applications has increased signifi-
cantly. Most of the VANET security schemes are designed to ensure the integrity and security of traffic
information and the privacy of communicating vehicles, provide the basic security required by VANET
communication, and achieve strong security models defined by specific VANET security applications, as
shown in Figure 1 [19]. To process such crucial information, the required security model must be secure,

as that information is essential.
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Figure 1. Architecture of VANET

2.4. Challenges and Security Concerns

The security difficulties and concerns of VANET are categorically separated into two primary do-
mains: vehicle monitoring systems or the in-cloud domain and vehicle privacy [20]. This division is mainly
due to the service provider's intervention or data requests. Public reliance on network data is necessary to
ensure that the vehicle monitoring system relies on accurate and reliable remote sensing. However, the
vehicle monitoring system's reliance on this data is deprecated due to bounded latency and security con-
cerns. A straightforward attack on connectivity would result in incomplete or lost data, leading to a signif-
icant crash in the crash detection process. The vehicular cloud network cannot cooperate directly since
vehicles are location-dependent [21].

Simply put, vehicle-to-vehicle data transmission has the highest probability of data relay. As a result,
vehicles rely solely on data relays to collect truthful and reliable data. A service provider can participate in
the traffic data game in the in-cloud vehicular network. By participating in an attack on vehicle data relay,
attacks, and misinformation can be caused. This can result in gains for either a malicious party or a user of
the service provider [22]. Certain vehicles or those with high subscription levels would thus have secured
advantages in both attack and information reliability concerns. The cost constraint of deploying a security

system ensuring message source authenticity has thus been investigated.
3. Methodology

3.1. Blockchain Technology

A blockchain is a distributed ledger comprising a blockchain [23, 24]. These blocks store transactions
and represent the current state of a ledger of these transactions. Any node of the blockchain network can
generate blocks for the blockchain ledger. The node can be a gateway, sensor, or authorized network device.
Blockchain architecture is designed to resist modification and typically consists of an increasing list of
records, called blocks, which are connected using cryptographic hashes [25]. The transaction data, the an-
tecedent block's cryptographic hash, and a timestamp are incorporated into each block, as shown in Figure
2. Decentralized ledger technology is secured because data, once entered, is challenging to change, and

only incremental changes can be made based on the consensus of the network participants [26].
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Genesis Block

Data: “Good Day” Data: “Thursday” Data: “Fingerprint”
Previous Hash: 000000000 v [Previous Hash: {1234ABED4] r [Previous Hash: A4CE23847 ]
[Hash: 0234ABED4 ] t'/ Hash: A4CE23847 r’/) Hash: F23847DE6

Figure 2. Architecture of blockchain

The data in a blockchain is timestamped so other nodes can verify the integrity and the chronological
order of all transactions. The integrity is verified by the consensus mechanism of the five leading nodes,
where a 51% agreement achieves consensus [27, 28]. Blockchain technology is most well-known for its
implementation and support of cryptocurrencies, where blockchain technology plays a crucial role. Pro-
vides a cryptographically secure, publicly accessible register for balances of cryptocurrencies. II. It makes
it straightforward for participants to view, verify, and prove ownership of valuable assets. It also provides
a fully decentralized way for participating parties to agree with a distributed consensus model. Furthermore,
access restriction functionality can be provided using a combination of cryptographic algorithms, as shown

in Figure 3, which illustrates the transaction flow in the blockchain network [29].

~—— 3.Transaction is

1.Transaction - validated and verified
request by a

node p—
| e —

=

2.Transaction
broadcasted on
peer to peer = 4 Verified
network transaction is
added to block

5.Block added to existing blockchain
Figure 3. Flowchart of transactions in blockchain network

3.1.1. Fundamentals and Components

This research introduces VANETS, their associated security challenges, and the application of block-
chain technology. Additionally, it explores several theoretical concepts underlying quantum computing and
other advanced mathematical technologies that can compromise encrypted communication protocols, in-
cluding the robust Quantum Secure Communications protocols specifically designed for blockchain envi-
ronments [30, 31]. Subsequently, we summarize the necessity of employing advanced computationally se-

cure cryptographic principles, which remain unchallenged, to ensure that blockchain technology, resistant
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to quantum advantages, maintains the security of VANET infrastructure. In contrast, quantum cryptography
and similar cryptographic solutions face significant limitations.

Security and privacy are critical parameters in ensuring VANET services, such as comfortable travel,
safe driving, journey assistance, and message trust, through the Anonymous Distance Protocol, which pro-
motes drivers' interest in obtaining these services [32]. The privacy of a person's identity is a crucial issue
to address in securing VANETS using V2V and V2I communications. Vehicle-to-vehicle communication
requires authentication and confidentiality to ensure security, data integrity, tamper resistance, detection of
privacy offenses, pseudonymity, and an alternative certification unit [33]. Vehicle-to-infrastructure needs
certification to overcome obstacles and reduce the risk of forgery without disclosing the traveler's identity.
The market demand for services and control of various breaches is another widespread need. The block-
chain can handle the concept of data asymmetry, control, and enhancement of fraudulent messages [34].
The encryption protocol has also been demonstrated to be a powerful tool for maintaining secure crypto-
graphic communications, which is particularly suitable for recent blockchain technology [35]. Moreover, it

is theoretically immeasurable to break with a quantum computer model; it is combinatorial.

3.2. SHA3-256 Cryptographic Hash Function

This cryptographic hash function allows high-speed data processing and is mainly used in large en-
terprise models [36]. Although the input size it handles is relatively large, the output size is also flexible.
Thus, it is possible to create tiny memory cells for VANET and have all access, leaving a response, posting,
and creating new topics from the surface layer [37]. The input is encoded and divided into block-sized
pieces, which are then expanded. Initial values of XOR adjustments from the outer region of the Table
XOR each other many times over the fixed rounds. If necessary, values suitable for the dynamic length of
the output data will be attained by reflecting on the Table and the purpose of the placement of the construc-
tion. Due to the criteria and requirements outlined in tables such as advantages, disadvantages, and exam-

ples, we have preferred its usage in our paper.

3.2.1. Overview and Properties

Let us take a moment to introduce blockchain and its fundamental properties. A distributed, tamper-
evident and tamper-resistant digital ledger is known as a blockchain [38]. It records transactions in a veri-
fiable way. Each block in the blockchain is encrypted with a cryptographic hash of the preceding block.
The hash changes and breaks the chain if a block is maliciously altered. Thus, the whole ledger becomes
tamper-evident, meaning a simple change would be noticed immediately and proven easily. The exact prop-
erty, backed by cryptographic hash functions used in blockchain, also makes it tamper-resistant, as gener-
ating a maliciously altered version of a whole tamper-resistant blockchain would be computationally infea-

sible [39]. However, manipulation with invalid entries in an existing block retained by the chain can occur.
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Blockchain's security relies on riddles and elliptic curve cryptography. This also implies that simple
chaining can be very costly in terms of time, operational overhead, and longevity of the scheme used in the
network. Since the encrypted chain and embedded data form a digital ledger in a known structure, accidental
data retention is also a concern. Bloat attacks can be prevented by integrating off-chain data storage, for
example, through the use of a decentralized file system, which allows for referencing the data stored rather
than the data itself [40].

SHA3-256, a cryptographic hash function, ensures data integrity in secure communications. The role

and significance of SHA3-256 is highlighted:

o Example 1: Blockchain Security and Data Integrity [41]: In blockchain systems, SHA3-256 is used to
generate cryptographic hashes for blocks. These hashes ensure the integrity and immutability of transac-
tion records. For instance, when a new block is added to a blockchain, its hash is calculated using the
SHA3-256 algorithm. Any attempt to alter the block's data would result in a completely different hash,
making tampering detectable. This property is crucial for maintaining trust and security in decentralized
systems like Ethereum, which has incorporated SHA3-256 into its ecosystem.

e Example 2: Password Hashing in Authentication Systems [42]: SHA3-256 is also used in password hash-
ing to store user credentials securely. For example, when a user creates an account on a secure platform,
their password is hashed using SHA3-256 before being stored in the database. The input password is
hashed again and compared to the stored hash during the login process. This ensures that attackers cannot
retrieve the original passwords even if the database is compromised due to the pre-image resistance and
high computational cost of reversing SHA3-256 hashes. This application is especially significant for
protecting sensitive user data in environments where security breaches are a concern.

3.2.2. SHA3-256 Encryption Algorithm

The SHA3-256 quantum-secure hash can be utilized in various computer systems and network appli-
cations, including network adapters, random number generators, secure boot processes, data integrity

checks, system file authentication, random number drawing, and hardware authentication tokens [43, 44].

This includes a hard token that contains counter number updates and time value validation for the token, as

well as creating cryptographic keys with a valid period for a shared, authenticated, encrypted time-secure

quantum key agreement [45, 46], as shown in Figure 4.

The SHA3-256 quantum-secure hash can be implemented through a SHA3-256 encryption algorithm,

including the steps of converting plaintext into a binary string with 1600 polarization points, splitting the

plaintext into r-bit blocks, encoding each plaintext word of the block into the polarizing states of photons
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for establishing bit values, generating the bit value by splitting each of the states' linear direction and cir-

cular direction, measuring each of the states to convert them into single values by collecting the photons

and hashing the bit values to get the SHA-256 value.

4+——— Source A » + Destination B ——»

M

Compare

Figure 4. The architecture of Hash Function

Algorithm 1. (SHA-3) Hash Functions

keccak [448] (m]|01,224) —SHA3- 224 (m)
keccak [512] (m]|01,256) + SHA3- 256 (m)
keccak [768] (m]|01,384) ~ SHA3- 384 (m)
keccak [1024] (m|[01,1024) + SHA3- 512 (m)
keccak [c](N,d)«<Sponge [keccak - p[1600,24],pad10*1,r](N,d)
Function SHA-256 (m)
Initialize hash values: Hy, Hy, H,, ....., H;
Initialize round constant: Ry, Ry, R, ....., Rg3
Preprocessing the message m:
SPONGE: Input m: input message Output H: hash value
Y <(-m-2) mod r
Add padding
Pad«1|Zeros (Y)||1
Divide the message into (512- bits) blocks
Pe<m||01]||pad
ne Len(P)/r
For all 512 - bits message blocks (m,.), do
Divided M, into sixteen (32-bit) words: wy, wy,...... ,Wis
For t=16 to 63
Wi=Wri16 T 00(W-15) + Wiy + 01 (W)
End for
Absorbing:
Forl « 0Oton-1do
S=S@®P[x*r:(x+ 1) *r — 1||zeros(c))
Forx « 0to23do
Round Function:

Theta
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Forl « 0to4,K « 0to63do
C[L K] « A[L 0,K]®A[L 1, K]®A[L 2, K]DBA[L 3, K]DA[], 4, K]]
End for
Forl« 0to4,K « 0to63do
D[L, K] « C[((I - 1) mod 5,K)]® C[((I1+ 1) mod 5, (K — 1)mod w)]
End for
For ] « 0to4,K « 0to63do
A4[L],K] « A[L],K]@ D[LK]
End for
Rho
For t« 0to 23, do
For K « 0to 63 do
ALL K] < AL), (K= ((t+ 1) = (t+ 2))/2)mod w]
(1, H<({J, (2I+3]) mod 5)
End for
End for
Pi
Forl « O0to4,J« 0to4,K « 0to63do
A5[L], K] « A,[(1+ 3]) mod 5,1, K]
End for
chi
Forl « 0to4,] < 0to4,K < 0to63do
AL[L ) K] « As[L ], KI®((A3[(1+ 1) mod 5,], K]®1) A A;[(1+ 2) mod 5,],K])
End for
Iota
ForK « 0to 63 do
A5[0,0,K] « A4[0,0,K]® RC(K)
End for
End for
End for
Squeezing:
K « Trunc.(S)
Hash value

H < K

3.2.3. Mathematical Model of SHA3-256

SHA3-256 is based on the Keccak algorithm, which uses a sponge construction to create a mathe-

matical model for SHA3-256 in the context of a blockchain; the key components of this model include:
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A. Input Space

In Figure 5, input the information to the hash function, then calculate the hash message vi eq. (1)

SIDIIK] = S[]KI®(@x=oS[! — 1][x][K]®S[I + 1][x][K — 1] (1

K > r bits
» bits » bits r bits

n bits

Figure S. Input Space of SHA3-256

B. Padding and Preprocessing
The padded message is then segmented into fixed-sized sections [47, 48]. For SHA3-256, the block

size for the sponge construction's absorption phase is 1088 bits, as shown in Figure 6.

%I Padding, r = 1152 Iﬁ
64 %' Padding, r = 1088 Iﬁ
%I Padding, r = 832 Iﬁ
%‘ Padding, r=576 l%

Message

e

/" Padded
Message

2\1\
Select output length

Figure 6. Padding Unit of the SHA-3

C. Sponge Construction
SHA-3 uses a sponge construction, which involves two phases: absorption and squeezing, as shown

in Figure 7 [49].

| Message (M) |
[, ] [, ] = M
Fo ™ 1

Er
N o . S o N
= = = =
F F F
S¢ — — —

Absorption Phase Squeezing Phase

Figure 7. Spongy Construction of SHA-3
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D. Permutation Function (Keccak-f)

Theta Step Function, u function is defined in the Keccak reference as depicted in Figure (8), for the
bit z in the position (I, J) [50, 51] the following:
0 (Theta): The Theta (0) function is defined as shown in eq. (2):

0:a[L,], K] < a[L], KI® X _oa[( - 1.J, KI® Xf_,a[(I + 1).], (K= 1)] 2)

p (Rho) and = (Pi): The Rho (p) function is defined as follows in eq. (3):
p:a[L,],K] <« a[L,],K] ifI=] =0

Otherwise

1 2
t+D(t+ ))]

p:a[l']' K] « a[I']r (K_ 2

for which (t) is satisfactory , 0 <t < 24 and
0 1\ (1) _ (1 242
(2 3) (0) N (]) in GF (5) 3)
The pi () function is defined as shown in eq. (4):

=) @

ma[l,]] « a[l,]], with (;)
% (Chi): The Chi () function is defined in eq. (5):
x:a[l] « a[l]®((a[l + 1]©1) AND A[l + 2]) (5)
t (Iota): The Iota (1) function is defined as follows in eq. (6):
ua < ad RC[X,] (6)

input input input

'
f

L |

Figure 8. Interval Architecture in SHA-3 Quantum Circuit with Keccak 3- round

E. Output Space
The final output is a fixed-length 256-bit hash value (HHH), representing the digest of the input data

(MMM), as illustrated in (9) [52].
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Figure 9. Output space of SHA3-256

3.2.3.1. Properties and Advantages of SHA3-256

1.

The following is the list of properties of SHA3-256:
Pre-image resistance: Pre-image resistance is a solid cryptographic property, meaning you cannot com-
pile the corresponding message if the hash code is given.
Second pre-image resistance: This property ensures that distinct messages do not produce the same
hash code. Similar to property 1, it is practically impossible for technical professionals to create two
messages possessing equivalent hash codes [52].
Collision resistance: Collision resistance is another fundamental property of cryptographic hash func-
tions, which operate on a data block to generate a fixed-size hash code. As the hash function accepts
variable-size messages as the input, the output hash code is treated as a unique digital fingerprint rep-
resenting the data entered. An ideal hash function should give an exclusive fingerprint for all the file
formats [53]. When two independent blocks of input data give the same hash output, it is said to produce
a collision. In ideal cases, the hash function should distribute its messages uniformly into varied hash
values, and it should not matter whether the changes to the message are small or large.
High capacity: SHA-3 utilizes the Merkle-Damgard construction, which has a capacity twice that of
the hash length [54].
Provides 256 bits of security against pre-image on the function and 128 bits of resistance for collision
resistance. Since this is a quantum-safe algorithm, the 256-bit security level is equivalent to that of the
AES-128 algorithm [55].
Bit-length of 32: 4 bytes * 8 bits/byte, referred to as the word-on-processor for 32-bit processors [56].
Contains different logic operations: The algorithm of the SHA-3 hash function is defined based on the
cyclic array of 64 bytes and logical operations AND, OR, and XOR; the negation function is involved.
Deterministic: The function provides the identical hash output for the identical input message, so Hash
(M, X) would continuously deliver the same output for the same M.

Speed purpose: The enhanced version of SHA, achieved through sponge construction, offers a higher
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speed of operation due to the increased parallelism of the platforms [57]. Overall, the SHA3-256 algo-
rithm was selected primarily based on its security and potential impact on travel time on this digital
streaming data service platform.

10. Object: It operates as an array of bytes during the execution of the specified operation.

11. Non-linearity: All the input bits interact with one another, involving the s-box and the same three basic
calculations involving the binary OR, the summation, and the exclusive-OR functions[58].

12. Confidence: The strength is based on the non-linear interactions and the non-cooperative calculations
used throughout the rounds [59].

13. Collision analysis: The model has not reported a collision to date and provides security against pre and

second-image attacks.

14. Strength: Quantum combat-ready cryptographic capabilities are expected to serve a long term and offer

the highest available security level [60].
SHA3-256 is fundamentally different from SHA-2 and offers a distinct level of security. While there is

nothing wrong with the SHA?2 hash functions, using something that offers a lower collision susceptibility

is always better. Choosing SHA-3 now will future-proof the applications and services for many years.

3.3. Python Programming Language Overview

Python programming language is widely used all over the world. Python is a highly versatile and easy
programming language [61]. Python syntax can be complex, but it supports numerous advanced methods.
Python has many features that make it worthwhile. It is considered one of the world's best and most recom-
mended programming languages. It is ideal for machine learning, artificial intelligence, and data analysis
for statistics using data frames [19]. Python requires libraries such as Django, Flask, and web2py, among
others, to create web applications. It provides new frameworks for developing suitable applications, sup-
porting libraries, and users, as well as developing secure applications such as image processing to ensure
quality. These days, Python is the most widely used programming language in software development. It
provides straightforward syntax, extensive libraries, and frameworks for users to develop secure applica-
tions. This language is used in cybersecurity to develop secure applications through the use of cryptography.
There is a vast Python community; as a result of these communities, there are several forums where you
can find everything you need to develop an application and enhance your skills with many other experts.
This means that many documentation sites help learners and experts increase their knowledge of Python. It
is used in cryptography to develop cryptographic algorithms. In the blockchain, we have used the SHA3-
256 cryptographic algorithm of the Python programming language [58]. One of the most advanced and
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sophisticated Python features is that it provides better solutions for developing complex blockchain pro-
jects, such as car and node interactions, Electrum, and RPC tools, which require handling intricate data and
processes.

Several programming languages were used to develop the blockchain and secure hash algorithm ap-
plications. Java and Python were used to develop the blockchain and cryptographic solutions [62]. How-
ever, many developers prefer Java due to its built-in SHA library. Conversely, Python is a popular object-
oriented language with a rich set of libraries; it was the programming language of choice for this research.
The final Python implementation of the blockchain, which incorporates solid features while keeping it as
simple as possible, is presented in this section to assist the reader in configuring the presented prototype.
Consequently, the Python implementation of our Blockchain and SHA3-256 blockchain will reduce com-

plexity, facilitating user manipulation and support.

3.3.1. Introduction and Features

Introduction In VANET, an intelligent transportation system has been implemented to reduce traffic
accidents, casualties, and inconvenience. However, various security threats exist in VANET; therefore, it
is necessary to enhance VANET security. This work proposes methods to enhance the security of VANET
by utilizing blockchain and SHA-3-256 in Python [63]. The blockchain utilizes hash pointers and Merkle
trees to secure the message consensus algorithm. It separately calculates several hash values of a message
using the trust value and the hash of a public key. The proposed method calculates several hash values and
appends them to the message in the blockchain network. The appended hash values are derived from the
database, and unauthorized users cannot access or tamper with the values of original transactions.

The trust value decides the reward of the consensus node. The SHA-3-256 algorithm encrypts and
decrypts the message, storing it in an array within a block folder. The proposed work aims to apply Block-
chain to VANET using a decentralized network, a distributed database, transparent record history, a con-
sensus node group, intelligent contracts, and a high level of privacy, considering the VANET environment.
In this paper, we describe the theories of Blockchain, SHA-3-256, and proposed methods in VANET secu-
rity and then explain how to develop an implemented prototype program in Python. In the conclusion, we

evaluate the proposed methods.

3.3.2. Implementing SHA3-256 Algorithm in Python

The SHA3-256 hashing algorithm creates a unique hash value based on binary or text data. In many
security protocols, hashing is used to check data integrity, as it is generally challenging to invert the function
and identify the initial input from a hash [64]. It is not impossible, however, which is why large hash sizes
and well-implemented algorithms are essential in security. For this project, I will be creating a Python

implementation of SHA3-256. Also, I will use this algorithm to create the hash value for strings, text, and
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binary data. We will also implement some simple code to utilize essential collision detection, demonstrating
the unique nature of the hashing algorithm. Let us start by creating a Python function using variables and
the SHA3-256 algorithm to process a string. [ will take the input and run it through padding, message block

creation, and permutation processing in the for loop to find the unique hash, as shown in Figure 10.

Input Message (M)

\4

Preprocessing

(Padding Message Appropriately)

v

Initialization SHA3-256 State

v

Absorbing Phase (Transformation)

(Apply Internal Keccak Permutation)

X

Permutation / Transformation

(Apply Internal Keccak Permutation)

v

Squeeze Phase

(Extract the Hash Output)

A\ 4
Get 256- bits Hash Output
(H)

Figure 10. Flowchart of SHA3-256 Algorithm

Performance testing can be conducted by measuring the time required for the program to hash data,
thereby assessing the efficiency of the SHA3-256 algorithm implementation. Additionally, the implemen-
tation of SHA3-256 can be further optimized through data preprocessing techniques. The hash structure
can also be organized into blocks to enhance data transmission speed and efficiency. In the context of
VANET security, GroupSHA3-256 can be employed to hash the data or messages transmitted across the

network.
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3.3.3. Integrating SHA3-256 and Blockchain in Python for VANET Security

Managing trust and security ina VANET is a challenging task. Although authentication is challenging
due to the large number of vehicles and limited infrastructure, clever methods for obtaining, representing,
and understanding credentials can be implemented. The Blockchain and intelligent contract firewall solu-
tion provides authentication for V2V communications in VANETSs because the decentralized smart contract
stores a continuously updated ledger list. Each ledger member submits credentials that describe its presence,
thereby facilitating privacy. Such solutions should be developed to support an ever-increasing number of
ledgers [65].

A combination of decentralized technologies using blockchain with the integration of a secure hash
algorithm version 3 — 256-bit can enhance the security of VANETs. SHA3-256 ensures data integrity is
recorded on the Blockchain [66]. Moreover, it offers a sufficiently long and deterministic string utilized for
proof of work within solid blocks. Hence, the role of SHA3-256 is to increase the overall security in
VANETSs and provide more reliable transportation applications. Several crucial security challenges and
solutions for VANETS are identified. In VANETS, blockchain technology facilitates secure, transparent,
and non-repudiable transactions in vehicular communications, as shown in Figure 11.

Block 0 Block 1 Block 2 Block n

E‘“‘ﬁ’f’m """ E[m—’m

Previous_Hash => Previous_Hash => Previous_Hash b Previous_Hash
Timestamp Timestamp Timestamp Timestamp
Date time Date time Date time Date time

Current Hash — Current Hash Current Hash fa.....d Current Hash

Figure 11. Diagram of SHA3-256 in blockchain

A new direction or research gap may be exploring how VANET services could use cryptographic
techniques to enhance the data authentication provided by the anonymous communication service [67]. For
instance, practical applications include cryptographic algorithms, such as those used in network protocols,
where data are encrypted and other parties possess corresponding decryption keys. The integration of
SHA3-256 and Blockchain is unique in addressing some VANET challenges. SHA3-256, a product of an
algorithm competition by a cryptographic voting process for a 'crypto-hash' design based on a sponge func-
tion, is used in this paper as a methodology for securely hashing data on a blockchain. The synergy of
VANETS and blockchain technologies can be realized through decentralized data management and robust

hashing of VANET data [68]. Therefore, a practical use case of these decentralized technologies is proposed
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in this study as an idea for an advanced VANET mechanism, which guarantees higher integrity, security,
privacy, and scalability [69]. The flowchart for implementing a security system using SHA3-256 and Block-

chain is represented in Figure 12 [70].

( start )

~
y
Creating Blocks ;

y

Generating Hashes ;

Storing blocks

Validity of the
Blockchain.

Authorize Entry

A
end

Figure 12. Flowchart of security using SHA3-256 through blockchain technology

3.4. Test Environments Setup
3.4.1. Hardware Configuration

Operating System: Windows 10 (64-bit) A widely used and stable operating system that ensures com-
patibility with various software tools; CPU: Intel Core (TM- 15, 1.60GHz) - Provides sufficient processing
power for running simulations and computations required by the testing tools, and RAM: 4.00 GB - A

modest amount of memory, indicating the resource efficiency of the testing tools.

3.4.2. Software Tools

Integrating these tools (Netedit, Sumo, Python) creates a cohesive environment for simulating and
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analyzing mobility scenarios: Road networks were designed or modified using Netedit to match real-world
scenarios or hypothetical layouts. The edited networks were exported to formats compatible with SUMO
for seamless simulation. SUMO was used to simulate vehicle movements, traffic signals, and mobility
patterns based on the network created in Netedit. SUMO's flexibility allowed for the addition of traffic
demand, routes, and environmental constraints. Python (v3.13) was employed to automate simulation
runs, configure parameters, and process the output data from SUMO. Libraries like Traci (Traffic Control
Interface) facilitated real-time communication between Python scripts and SUMO for dynamic simulations.

Strengthening the paper's practical contribution resource efficiency: Modest hardware (4GB RAM
and Core(TM) 15-8250U CPU) highlights the tools' efficiency and accessibility for researchers or practi-
tioners with limited computational resources. Using standard tools (Netedit, SUMO, Python) ensures that

other researchers can replicate the experiments, enhancing the reliability and credibility of the research.

4. Findings and Results

In this case study, 1000 vehicles were used using the Python 3.12 program. All vehicles send mes-
sages to each other. The message is entered as input to the hash function, and privacy is applied to it using
Sponge construction. The hash value is calculated and extracted with a size of 256 bits after performing a
3- 3 round. The result will be a fixed capacity of 256 bits, regardless of the input message's length. This
number will be in one direction only and have a unique value.

The first block of the blockchain is a gene block (zero), after which the previous hash value is com-
bined with the current values in the first block. This process continues consecutively until the last block, as

illustrated in Table 2.

Output

Message = Enhancing VANET Security using Blockchain and SHA3-256 in Python
SHA3-256 =245057b32583dae1699ct414c3eaa08ed10dd97df8c466eb8b622aedcaa7d5 14
OSKA =1b'jUUZillutpzyP7LIRcT-iL-k NtPyBpH7VOeNEVFCUk='

Encrypted message using QSKA =

b'gAAAAABngPiGRD-

hoi0WFIx0gZGcZz5zMi4vqBcpEFO70uPaXVRmgl2p Xy 11TefzZPB6wdpObPOp4-
ydO7CyBQjVeNrp90Ax8BKFLfHnWrfNw24cyld72scn-65b1JHVPCsYMiGkIC5BI1k8ckAds-
KVIRirQdciMUSiTOXWX4HLmquD20YalzOUQ='

Decrypted message using QSKA = Enhancing VANET Security using Blockchain and SHA3-256 in Python

Vehicle V1 sends a message to Vehicle V2. Vehicle V2 receives the message: Vehicle Ad Hoc Networks
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Security Using SHA3-256.

Table 2. Blockchain using SHA3-256

Index Message Previous Hash Current Hash Timestamp Date time
0 Genesis Block 0 4d9fd18cfefc3a9b22c8ec2 2025, 1, 10, 3,12, 11
9719071938ee169ad89a6e 270349
9
1 Vehicle V1 sent  4d9fd18cfefc3a9b22c8ec2  91211525a42c¢9b12b8371 2025, 1, 10, 3,12, 11
amessage to Ve-  97f907f938ee169ad89a6e9  0f188e68a2e9daf3cceab 270420
hicle V2 464
2 Vehicle V2 sent  91211525a42¢9b12b83710  430a52543fefaf473482d4 2025, 1, 10, 3,12, 11
a message to Ve-  f188c¢68a2e¢9daf3ccea2bd6  838elaala6d84b2caleehb9 270435
hicle V3 4 4
3 Vehicle V3 sent  430a52543fefaf473482d48  45d0691017f36058de328 2025, 1, 10, 3,12, 11
a message to Ve- 38claala6d84b2ca%eeb9f4  857{8f618b01a8801b8b4e 270443
hicle V4 7a7
4 Vehicle V4 sent  45d0691017f36058de3288  696cffe0267aal 6a3ba296 2025, 1, 10, 3,12, 11
a message to Ve-  57f8f618b01a8801b8b4e7  361¢35a0e¢22930ddel 1f0c 270448
hicle V5 a7 82
994 Vehicle V994 3dbaa2ee93fdedaf7a70245  791d3d1e2b426b12882df 2025, 1, 10, 3,12, 11
sent a message to  48429fcaed26deeb749b7d  d00106¢90030d5b96bal9 270543
Vehicle V995 b 1209
995 Vehicle V995 791d3d1e2b426b12882dfd  50d0b5d19d358b07dd693 2025, 1, 10, 3,12, 11
sent a message to  00106¢90030d5b96bal912  82ebfe79f0de5cc168b541 270553
Vehicle V996 9 b25
996 Vehicle V966 50d0b5d19d358b07dd693  5d9e704ddbba366eb2087 2025, 1, 10, 3,12, 11
sent a message to  82ebfe79f0deSccl168b541b  4b442d6b5cS5eelf32ce32d 270582
Vehicle V997 25 3eb
997 Vehicle V997 5d9¢704ddbba366eb20874  ea2adaeS53f79c3c3ed8479 2025, 1, 10, 3,12, 11
sent a message to  b442d6bScSeelf32ce32d3  aefa5add89072f06a2db7d 270612
Vehicle V998 eb 33
998 Vehicle V998 ea2a4ae53f79¢3c3ed8479a  87838e47b03261920a3b6 2025, 1, 10, 19, 10, 11
sent a message to  efa5add89072f06a2db7d3  d940baac0ad9ab99d2fffAf 270661

Vehicle V999

3

2f

5. Discussions

Table 3 compares existing security solutions in VANETS. It is essential to understand their strengths

and limitations, as well as how a proposed solution builds upon them.
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Table 3. Comparative analysis of security solutions in VANETSs

Security

Ref. Categor
gony Technique

Strengths

Limitations

This Work

Pseudonym- - Ensures anonymity

- Overhead in pseudo-

Blockchain, SHA-3, and VANET technolo-

based - Balances privacy nym change gies offer decentralized, self-verifying secu-
Schemes  with accountability - Key management rity mechanisms, reducing the need for fre-
challenges quent updates and ensuring cryptographic se-
Privacy curity without patching.
[2] Preserva- Group Signa- - Provides anonym- - High computational VANET with Blockchain & SHA3-256 pro-
tion tures ity within groups cost vided transparent, decentralized key revoca-
- Efficient for batch - Complex key revo- tion, real-time updates, and smart contracts for
verification cation dynamic security policy enforcement in com-
promised vehicles, overcoming cryptographic
challenges.
Anomaly- - Effective for de- - High false-positive Blockchain, SHA-3, and VANET technolo-
Based Detec- tecting novel at- rates gies enhance data validation, reduce false pos-
tion tacks - Resource-intensive itives, and improve intrusion detection accu-
- Proactive threat racy through efficient security and distributed
Intrusion mitigation computing.
[5] Detection  Signature- -  Reliable for - Ineffective for zero- Blockchain, SHA-3, and VANET technolo-
Based Detec- known attack pat- day attacks gies safeguard against zero-day threats, guar-
tion terns - Requires frequent antee the integrity of software updates, and
- Low false-positive updates utilize Al-driven analytics for real-time anom-
rates aly detection.
Public Key - Strong authentica- -High computational - SHA-3 optimization improves hardware ef-
Infrastruc-  tion overhead ficiency. Lightweight blockchain solutions re-
ture (PKI)- - Ensures message -Delays in certificate duce overhead, and edge computing distrib-
based Sys- integrity and non- distribution utes computational load,
tems repudiation - Scalability issues - Blockchain-based PKI distributes certifi-
cates,
-Sharing blockchain enhances scalability.
Symmetric - Low computa- -Key distribution and Blockchain and SHA-3 combine to form a
[22, Crypto- . .
38] graphic Key Cryp-  tional ?Verhead management chal- trustless, decentralized, ancli tamper-pr(.)of .key
Solutions tography - Efficient for large- lenges management system, ensuring secure distribu-
scale applications - Vulnerable to insider tion, tracing misuse, and enhanced cryptanal-
attacks ysis resistance.
Hybrid Cryp- - Balances effi- - Complex implemen- VANET, SHA3-256, and Blockchain technol-
tographic  ciency and security tation ogies improved the security and decentraliza-
Techniques - Reduced key man- - Dependency on in- tion of vehicle communication in intelligent

agement complex-

ity

frastructure

transportation systems, utilizing DSRC or 5G
for real-time communication and hashed mes-

sages for verification.
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Block-  Blockchain- - Decentralized au- - High latency VANET improves vehicle-to-vehicle commu-

[23] chain So- Based Secu- thentication -Scalability and re- nication, reduces server dependency, optimizes
lutions rity - Immutability and source constraints blockchain with lightweight consensus mecha-
traceability nisms, and offers efficient cryptographic hash-

ing with lower computational overhead.

Trust- Trust Man- - Resilient to mali- - High communica- VANET, SHA-3, and Blockchain are integrated

Based agement cious nodes tion overhead into vehicular networks to enhance communi-
[28] Solutions Models - Effective for de- - Difficulty in trust cation efficiency, data integrity, and light-
tecting insider initialization weight cryptographic operations, resulting in a

threats secure, efficient, and decentralized network.

Reputation- - Builds reliability - Susceptible to false Integrating VANET, SHA-3, and Blockchain

Based Sys-  through historical feedback can reduce false feedback and improve com-
tems interactions - Slow trust establish- munication overhead, trust initialization, and
- Reduces reliance ment trust establishment in vehicular networks.

on central entities

6. Conclusions

This research presents a blockchain-based security framework integrated with SHA3-256 encryption
to address the vulnerabilities of VANETSs. By leveraging blockchain's decentralized trust management and
SHA3-256's data integrity features, the proposed solution enhances the security of VANET communica-
tions, safeguarding against threats like data tampering, eavesdropping, and unauthorized access. Python
scripting for automating simulations further optimizes testing, making it more efficient and adaptable to
real-world scenarios.

Integrating blockchain and SHA3-256 significantly improves the reliability of both Vehicle-to-Vehi-
cle (V2V) and Vehicle-to-Infrastructure (V2I) communications, mitigating security risks and fostering a
secure environment for intelligent transportation systems. While the proposed framework is theoretically
sound, it currently caters to moderately fast-moving entities. Real-world deployment would require more
advanced systems capable of handling larger-scale problems, potentially supported by quantum computing
in the future.

This research demonstrates a scalable and computationally efficient approach to securing VANETS.
Future work could enhance security by integrating digital signatures for stronger authentication and explor-

ing quantum-resistant algorithms to address evolving threats.
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